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(57) ABSTRACT 

Copying of digital data from a digital recording medium is 
controlled so as to prevent unauthorized copying. The digital 
data is transmitted from a transmitter-side apparatus to a 
receiver-side apparatus through interfaces thereof in a sys- 
tem of a plurality of digital apparatuses connected to each 
other through a bus and mutually authenticated. The inter- 
faces permit transmission and receiving of the digital data 
only between the authenticated apparatuses. Copy control 
information indicating a copy restriction level is added to 
main data of the digital data recorded on the digital record- 
ing medium such that the main data contains a first portion 
containing at least one of picture information and voice 
information, and a second portion containing the copy 
control information. Electronic watermark information is 
added to the second portion of the main data. An error 
correction code is added to the main data, and then inten- 
tional error information having a particular pattern is added 
to the digital data. The reproducing and recording operations 
of the transmitter-side apparatus and the receiver-side appa- 
ratus are restricted with respect to the digital data in the 
digital recording medium, depending upon whether the 
digital recording medium is authorized one or not, which is 
determined based on the copy control information, the 
electronic watermark, and the error information. 

17 Claims, 4 Drawing Sheets 
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DIGITAL COPY CONTROL METHOD in ,h„ . , 

DIGITAL RECORDING MEDIUM, DIGTTAL Jll a T*T ml ° 0py con,ro1 metbod usin 8 CCI as 

RECORDING MEDIUM PRODUCING tT? £\ h f ° WeVer ' When the reiver-side apparatus 

APPARATUS, DIGITAL REPRODUCING , reWnt6S the ? C1 &0m 10 " (i^icaling permission of one- 

APPARATUS AND DIGITAL RECORDING « l™ 6 COpy ', n8) . ,nt0 " u " (Seating prohibition of copying), 

APPARATUS 5 l ot exam ple, it is relatively easy to rewrite "10" into "00" 

1. Field of the Invention copying may be done without difficulty 

The present invention relates to a digital copy control In the method using watermarks on the other h an H 

technique employed in a system in which digital 10 watermark information is districted over a ^ relativ vS 

apparatuses, such as DVD (digital video disc) recording/ range of main data containing picture 2?™! 

mutua Ih^ ^^^^'^^vingthefunctionof apparatus to rewrite this information If the w « 
ZZ* auh h entlc f on - I >. P^icular, this invention is con- information is to be rewritten on the user level I Jn5? 
earned with such a d.gital copy control technique that 15 side apparatus must be equipped wit a ^Sde7aZlar.e 
mTendL h ™PV™S that is no, circuit. This is advantageous over 2 vL of CC m erms of 

ner^ , ^ ■* ° f Pf0duCer of data ' while l ™^y P reve "tion unauthorized or illegal copvTng Hoover 

p 72 if 00,3X11,8 of the data - :r ,h : wa T a ?r oot be ^ »3S.£3S 

2. Fnor Art above, it >s rather difficult to permit only one-time copying 

In a conventional digital data transmission system, digital b y '^writing or changing the flag (i.e., watermark) as in the 

recording/reproduction apparatuses, such as optical disc case where CCI is used. 

(e.g., DVD) reproduction apparatus, digital TV, digital VCR 

and others, are connected to each other via an IEEE-1394 SUMMARY OF THE INVENTION 

^X^Z^l^^^ ,5 « Object of the invention ,o prevent 

received between these digital apparatuses When die tal X , < f* ^T" 8 m ° re effectivel K while alI ° w - 
data is transmitted and recefved be'C Sse^ S To T ,f f °' ^ ° f ^ reS,riCli ° D - 

the system checks if each of the apparatuses operates in a J t 6 ab ° V6 ° bject ' the P resem inv « ntion Prides 
manner as intended by the creator or producer who created a ^ C °F C ° Dlml method of controlling copying of 
the contents of the data, and, if an? apparatus not 3 ° n'f 4 d i» tal recor ding medium.thich digital 

operate as intended by the creator, data transfer is prohibited „.*• * tra " smitted from , 8 transmitter-side apparatus lo a 
to thereby prevent the user from illegally copying the picture' receiver - s ; de apparatus through interfaces thereof in a sys- 
and./or music contents against the intention of the creator u a plUrallty of dl ® l!>l apparatuses that are connected to 

Digital main data lo be transmitted contains copy control ,< lZrf?~ 3 b " S and mMuM * authenticated, the 

information called "CCI" The CCI constoof^ bt * tat dat^ n^"!! ^ trar f ^i 011 and receiving of the digi- 
namely, "00", "10" or "11", where "00" inoacates nermissLn' St? I y - au,henlicaled apparatuses, the 

of free copying, "10" indicates permissiS of oT, me S.wT* ^"Mhod reStriclin S producing and 
copying, and "11" indicates prohibition of copy n 8 ,h g ° P T° ns of the transmitter-side apparatus and 

Upon transmission of digital data the 31'ter ,iH, , ' rece ' ver - s ! de 'PP 8 ™* based on copy control informa- 
apparatus initially checks the CCI to deteSe ui " ^ ^ m ^ digita ' data f ° r reS,rictin S "PW »f 
restriction level for the contents of !h ■ dSff£ ndT mISES" 7*** 

checks, on the IEEE-1394 bus whether the rere.Wr ^ P of adding the copy control information indicating 

apparatus operates in a ma™« arSnde lb .h^nT ? ^'"f ° n leVe1 ' ,0 main of dala ° f *e digital data 

creator. If ^mplete .XStoTeSl^be^S, dZ ^ ^ SUCb ,hat ,he 

the receiver-side apparatus and the tr nsmi.S «il W , a fi rstport,on containing at least one of picture 
apparatuMhecontentsTsenc^t ed .no to ^ mTdfrom Je ^111^ ^ ^ 3 SCCOnd P ortion 

transmitter-side apparatus. In this cas^ whe e the cf r ^Z l f ^ WDltoi ^formation, adding electronic 
information of the digital data traTsmSd fmm T 1Dfo ™*™ t0 the second portion of the main 

transmitter-side apparato is fo exampk "10" Z h containing the at least one of picture information and 

receiver-side apparatus is a sound 3 nL a ™ h 50 ^ ' nformatlon > addi "8 a " error correction code to the 

ca»,cwriJi, l o«irLSS i dK; Z7 ata ' and , ,hen adding i^te^tiona, e ™ inforraa '-" 

of the digital data. As a resuk S and ^,fh PV ! I k 8 * u Pi ", tlCUlar pattem 10 the ^ data, determining 

intc .aparticularfre^cy^,^^^ ^Z^^^T "» ^ 

^^^^^^ 
copying, the watermark is able ^^te%£taMii « a d,gltal 1 recordlD S °»«K™> « which digital data Eluding 
copying is permitted, or only reproduS ofS dalals annlf' B 1 rec0rded for reproduction or recording on 
permitted, for example. P d3la 15 an ° lher rec °rding medium, wherein the main data includes 

a nrst portion comprising at least one of picture and voice 
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information, and a second portion comprising copy control device, and permits or prohibits reproduction of the recorded 
information indicating a copy restriction level, the copy data by the digital reproduction apparatus as the transmitter- 
control information being rewritten upon digital copying of side apparatus, based on a result of determination by the 
the main data so that the copy restriction level is raised to a output control device and results of judgments made by the 
higher level, the main data further including electronic 5 CO py control information judging device and the electronic 
watermark information that is added to the first portion of watermark information judging device, 
the main data comprising the at least one of picture and Prefer ably, in the digital reproduction apparatus, the copy 
voice information, the electronic watermark information CQntrol information judgiag device determines one of three 
being unable to be rewritten upon digital copying of the restriction levels from the copy control information, 
mam data wherein a medium mark is added to a portion of 10 ^ three restriction levels i ndicating permission of free 
the digital data m which the main data is not recorded, such . permission of one-generation copying, and prohi- 
that the medium mark is not read by an external device and bition of m { respectively, wherein the electronic water- 
wherein reproduction and digital copying of the mam data mafk information jud t device Amines one of two 
are controlled in accordance with an intention of a producer restriction levels from the electronic watermark 
of the mam data, based on a combination of contents of the 1S informalion> the two restriction levels indicating per- 

copy control information, electronic watermark information, • c - nf ^ ^ ^ . „ „ , 

y , . ' * mission ot tree copying and prohibition or. copying, and 

and the medium mark. wherein the output control device determines whether the 

To attain the above object, the present invention provides digital rccording me dium contains data that was recorded 

an apparatus for producing a digital recording medium, ^ permission, based on results of determinations of the 

comprising a watermark information adding device that adds 20 copy control information judging device and the electronic 

electronic watermark information to original data so as not watermark information judging device, and a result of 

to affect characteristics of the original data, a copy control dete ction of the particular pattern error detecting device, and 

information adding device that adds copy control informa- albws the digital reproduction apparatus to reproduce the 

tion to the original data, the copy control information being data recorded in the digital recording medium if the data was 

provided for restricting digital copying of the original data, 25 recofded in the medium with permission . 

an error correction code generating device that generates an „ , , , , . , 

j * 1 • 1 e , i ■ « 1 j * ror example, the output control device allows the digital 

error correction code based on main data of the original data _i j 1.-1 

. ! . e t . f . reproduction apparatus to reproduce the data recorded in the 

to which the electronic watermark information and the copy ,. . , ^ , , . , 

control information have been added, and adding the error dl f al wording medaum, >f the error having a particular 

correction code to the original data, and an error information 30 5 att f n 13 ^ by ' he \ f^'" 8 

... . . , a a • r l • *• 1 device, and the copy restriction level determined by the copy 

adding device that adds error information having a particular . c • . « . i . . - • P 

pattern, as medium mark, to the original data to which the contro1 ^°r ah0D J«dgmg dev.ee indicates permission of 

„ 4 . 1 u u 11 i u ,u *• one-generation copying, while at the same time the copy 

error correction code has been added by the error correction r . . . , r 3 . , . . . . s J 

A , restnction level determined by the electronic water infor- 

code generating apparatus. . • •, • •, ■ • r 

-r. • l l i_- . - c , mation judgmg device indicates prohibition of copying 

To attain the above object, the present mvention further 35 _ , , , , , 

provides a digital reproduction apparatus usable as a ° n , the olher hand ' lhe out P ut c contro1 de ™ e \^**ibt 

transmitter-side apparatus in a system comprising a plurality dl § lta ! production apparatus from reproducing the data 

of digital apparatuses that are connected to each other via a rccorded / n the digital recording medium, if the error having 

bus and mutually authenticated, the system being con- \ particular pattern is detected by the particular pattern error 

structed to transmit digital data from the transmitter-side 40 detectin g device ; and contradictory results are obtained from 

apparatus of the digital apparatuses to a receiver-side appa- the ^ ^ "fonnaUoD judging device and the elec- 

ratus thereof through respective interfaces that permit trans- lr ° mC waleimark ^formation judging device except the case 

mission and receiving of the digital data between the authen- where the copy restriction level determined by the copy 

ticated apparatuses, comprising a reading device that reads contro1 informatlon J ud gmg devi <* ^ ndica ! es permission of 

out recorded data from a digital recording medium, an error 45 one-generation copying, and the copy restriction level deter- 

detecting/correcting device that extracts an error correction ™ m ? 6 lhe watermark information judging 

code from the recorded data read by the reading device, and device mdicatcs P rohlbltl0n of C0 PY™& 

detects and corrects an error in the recorded data read out by Mso > the output control device inhibits the digital repro- 

the reading device, based on the extracted error correction duction apparatus from reproducing the data recorded in the 

code, a particular pattern error detecting device that detects 50 digital recording medium, if the error having a particular 

whether the error detected by the error detecting/correcting P attera 15 detected by the particular pattern error detecting 

device has a particular pattern or not, an output device that device, and no electronic watermark information is detected 

generates the recorded data whose error has been corrected bv the electronic watermark judging device, 

by the error detecting/correcting device, in a form of digital Further, the output control device inhibits the digital 

information that matches specifications of the interfaces, a 55 reproduction apparatus from reproducing the data recorded 

copy control information judging device that extracts and in the digital recording medium, if no error having a 

makes a judgment on copy control information contained in particular pattern is detected by the particular pattern error 

the recorded data whose error has been corrected, the copy detecting device, and a result of determination of the copy 

control information being provided for restricting digital control information judging device is different from a result 

copying of the data, an electronic watermark information 60 of determination of the electronic watermark information 

judging device that extracts electronic watermark informa- judging device. 

tion indicating a copy restriction level, from the recorded To attain the above object, the present invention further 

data whose error has been corrected, and makes a judgment provides a digital recording apparatus usable as a receiver- 

on the electronic watermark information, and an output side apparatus in a system comprising a plurality of digital 

control device that determines whether the digital recording 65 apparatuses that are connected to each other via a bus and 

medium is an original medium or a copy medium, based on mutually authenticated, the system being constructed to 

a result of detection of the particular pattern error detecting transmit digital data from a transmitter-side apparatus of the 
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digital apparatuses to the receiver-side apparatus through apparatuses, in addition to the contents of digital data, onto 

respective interfaces that permit transmission and receiving the digital recording medium, when digitally recording the 

of the digital data between the authenticated apparatuses, contents of digital data supplied in a form of the analog 

comprising a receiving device that receives digital data that signal, onto the digital recording medium, 

includes a first portion comprising at least one of picture and 5 According to the present invention, the legality or validity 

voice information, and a second portion comprising copy of the digital recording medium is judged based on three 

control information having one of copy restriction levels types of information. The first information is copy control 

indicating permission of free copying, permission of one- information indicating a copy restriction level and contained 

generation copying and prohibition of copying, the digital m a portion of the main data other than picture and/or voice 

data further including electronic watermark information that 1Q information. Where digital copying is to be restricted, the 

is added to the first portion of the digital data comprising the cop y restriction level of the copy control information is 

at least one of picture and voice information, and a recording ra ised t0 a higher level during copying of the main data. The 

control device that determines the copy restriction levels of second information is electronic watermark information 

the copy control information and electronic watermark similarly indicating a copy restriction level and contained in 

information of the digital data, and controls the digital 15 a portion of the main data including picture and/or voice 

recording apparatus such that wherein, when the determined information. The electronic watermark information cannot 

copy restriction level of the copy control information indi- be rewritten during digital copying, and it is extremely 

cates permission of one-generation copying and the deter- difficult to rewrite this type of information. The third infor- 

mined copy restriction level of the electronic watermark mat jon is error information (hereinafter called "media 

information indicates prohibition of copying, the digital 2Q mar k") having a particular pattern and deliberately added to 

recording apparatus records the electronic watermark infor- data on which error correction has been performed. Since 

mation as it is, and records the copy control information with this type of information is added to a portion of the recording 

the copy restriction level thereof being rewritten into one medium that does not contain main data, it is not contained 

indicating prohibition of copying. in the ma in data reproduced from the recording medium, and 

Preferably, in the digital copy control method according to 25 disappears upon digital copying, 
the present invention, the authenticated digital apparatuses since the three types of information have different prop- 
include at least one apparatus that is constructed to be able ert i es as described above, it can be determined in detail 
to output contents of digital data recorded on the digital whether a digital recording medium contains data that was 
recording medium, as an analog signal, without passing properly copied, that is, copied with permission or 
through the interfaces, and at least one apparatus that is 30 au thorization, depending upon the contents of these three 
constructed to be able to record the contents of digital data types of information. Namely, the media mark, which dis- 
received as the analog signal, into a new digital recording appears upon one-time digital copying, makes it possible to 
medium, without passing through the interfaces, all of the determine whether the digital recording medium under con- 
authenticated digital apparatuses being constructed such that sideration is an original medium or a copy medium, based on 
when data contents supplied in a form of an analog signal or 35 me presence of the media mark. While both of the copy 
a digital signal is digitally recorded onto the digital record- contro l information and electronic watermark information 
ing medium, electronic authentication signature data that indicate copy restriction levels, only the combination of the 
can be recognized only between the authenticated appara- copy control information and electronic watermark infor- 
tuses are recorded in addition to the data contents, onto the mation both indicating permission of free copying is valid in 
digital recording medium, the method further comprising the 40 t he case of a recording medium for which digital copying is 
steps of detecting presence of the electronic authentication f reely permitted. In other combinations, such a medium on 
signature data that can be recognized only between the w hi c h a media mark cannot be detected may be recognized 
authenticated digital apparatuses, when reproducing the as an unauthorized or unjustified medium, since there is a 
contents of digital data recorded in the digital recording possibility that the copy control information was rewritten 
medium, and permitting reproduction of the contents of 45 without following an appropriate procedure. Where copying 
digital data in the digital recording medium only when the is permitted under certain restrictions, both the copy control 
electronic authentication signature data is present. information and electronic watermark information should 
Preferably, the digital recording medium according to the indicate copy restriction levels, and, if one of the copy 
present invention has further recorded thereon electronic restriction levels of these types of information indicates 
authentication signature data that can be recognized only 50 permission of free copying, the medium will be regarded as 
between the authenticated digital apparatuses. an unauthorized or unjustified medium. Where both of the 
Preferably, the digital reproducing apparatus according to copy control information and electronic watermark infer- 
tile present invention further comprises a detecting device mation provide a certain copy restriction level, only the copy 
that detects electronic authentication signature data that can restriction level of the copy control information is rewritten 
be recognized only between the authenticated digital 55 upon copying. At this time, even if the copy control infor- 
apparatuses, and wherein the output control device inhibits mation is deliberately rewritten so that its copy restriction 
the digital reproducing apparatus from reproducing the level is lowered or kept at the current level, the inappropriate 
recorded data when the electronic authentication signature rewriting is recognized due to disappearance of the media 
data is not detected by the detecting device. mark, and the medium under consideration can be deter- 
Preferably, in the digital recording apparatus according to 60 mined as unauthorized or unjustified one. 
the present invention, the authenticated digital apparatuses Where the digital recording medium is judged as unau- 
include at least one apparatus that is constructed to be able thorized or unjustified one on the side of the transmitter-side 
to output contents of digital data recorded on the digital apparatus, this apparatus inhibits reproduction of digital 
recording medium, as an analog signal, without passing data, and therefore data recorded on the medium cannot be 
through the interfaces, and wherein the recording control 65 reproduced nor recorded in another medium, whereby unau- 
device records electronic authentication signature data that thorized copying can be effectively prevented. Where the 
can be recognized only between the authenticated digital digital recording medium is judged as authorized or justified 
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under Silricltog 8 ^ C ° Pying 5 admit data ,ransfer between authenticated apparatuses. 

digital data, and reproduction of thfdTtf ^T^f t^tS)^^ ^ k^*" ^ * 
muted only when authentication based on the electronic PT r 9 h J. • , 

signature is established, in addition to the above described • , C0nstructl0n of an original disc produc- 

recognizing methods. In this manner, unauthorized copvins ^ m ? l *f u para u tuS P roducin S ori S inal Dy D that is provided 
of the data contents itself can be more surely prevented ' ltemS ° f informatioD * 

The above and other objects, features, and advantages of apparatus includes a watermarking unit U that 

the invention will become more apparent from the following TVTa W f ermark int0 an ori S inaI si § nal (original data or 
detailed description taken in conjunction with the accom- ft! 6 f * at ™ unnotlceable or background portion 
panying drawings. 20 mereot > e S» at a portion having a large difference in the 

intensity level that provides a masking effect. The water- 
BRIEF DESCRIPTION OF THE DRAWINGS mark may ako be embe dded into a particular frequency of 

BG. 1 is ab.ockdiagram showing the construction of a ^ ^ 

pip r , , . mvemion ' 12- At any point during the above process, a CCI imprinting 

MO I is a block diagram showing the construction of an means ( no * illustrated) incorporated in the apparatus adds a 
original disc producing apparatus to which the present two-bit CCI that reflects the intention of the producer to the 
invention is applied; signal. In the present embodiment, the encoder 12 serves as 

FIG. 3 is a block diagram showing in detail the construe- 30 the CCI sprinting means for adding the ca tQ tfae . ^ 
tion of a player of the system of FIG. 1; and In the next sta B e > ™ ID/EDC (Identifier/Error Detecting 

FIG. 4 is a block diagram showing in detail the construe- C ° d ? adding Unit 13 adds an 10 and an error detecting code 
tion of a recorder of the system of FIG 1 l ? Slgnal received from the encoder 12, and an ECC 

(Error Correction Code) generating unit 14 then generates an 
DETAILED DESCRIPTION OF THE 35 error correction code based on main data of the original 

PREFERRED EMBODIMENT sl S nal > and adds the error correction code to the main data 

Ibo present invention will be described in detail with tSr^ab^ 7™*™ * Ah to ' 

reference to the accompanying drawings showing a n e 1? about 1% reading error, for example. In the next 

ferred embodiment of the invention § P ^ 'T addmg meanS 15 adds crrcr information having 

FIG. 1 shows the construction of a digital data transmitter/ 4 ° 0 Xr\han Kain dt 

in th, i„. f u ■ ™ . information (media mark) does not exceed the above error 

In the system shown id FIG. 1, a transmitter-side appa- rate. Namely, a bit error is deliberately introduced into the 

ratus compnsing a D VD player 1 and a receiver-side appa- 45 data to provide a media mark. n, e med nt iTbe l 

SSnSo**'* 7 2 h 3nd 3 rCCOrder 3 ^ ^^'-"P'^-thetimeaxisoracertaSpafernon 

anTb^s 7 Z t h T gh reS f eC " Ve mterfaCeS 4 ' 5 ' 6 ^ u eqU6nCy axis - 11,6 data P rovided with the mek mark 
and bus 7 that are designed according to IEEE-1394. The » 'hen modulated by an EFM (Eight-to-Fourteen 

. pla y" 1 tra nsnnts digital data obtained by reproducing Modulation) modulator 16 from 8, to 16 (DVD) or from 8 

picture and/or music contents as a transmission source that 50 to 14 (CD), and recorded by a recording driver 17 on an 

*eZ 7 ^ a H DV , D , h' l ° ' h , e diSplay 2 and reCOrd6r 3 Via ° ri8iDal di5C 18 - DVDS P roduced fr ™ *e oS d^c 18 

mm n 8 thlJS recelved is recorded on a are those of original version. 

^£5^^"^"^*^^ ^IG.ashowsdetailsoftheconstructionoftheplayerlof 

Before reproducing the contents recorded on the DVD 8 55 The nlawr 1 inrii.H» » ~ j< u ^ -x L 

recording function, an there! ^ SpLe authenSon !T D P™ 6 ^ 6 ' lhe ECC 23 

using a public key is established "te^n £ o2SS S ™h?m h 'II 0 ' C ° rreCtl ° D C ° de from the da,a read and 
the player 1. In this case, even if the mSskS^ ? fj"?™* StageS ' and deteCtS and mmc * 

from being recorded, the data m K£ « ^ ^rors o the data based on the extracted error correction 

display 2, if reproduction of ^oSteSTS^tlJ nail 6 ™ e d la mark delecting unit 24 obtains the trend of a 

Be^een the player 1 and the recorder ^alS ^f^M ^ 
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that a media mark is present in the data read and modulated 
in the previous stages if it detects an error occurring in a 
predetermined, particular pattern. The output of the media 
mark detecting unit 24 is supplied to an output control unit 
26. The data demodulated by the ECC modulator 23 is then 
supplied to a decoder 25 via a CCI judging unit 28 and a 
watermark judging unit 27. The watermark judging unit 27 
and CCI judging unit 28 makes judgments or decisions on a 
watermark and a CCI, respectively, that are extracted from 
the demodulated data, and outputs the results of judgments 
to the output control unit 26. These judgments may be made 
before or after signal decoding, rather than during decoding, 
depending upon the method of recording the watermark and 
others. Where the output control unit 26 determines that data 
transfer is allowable or permissible, based on the output of 
the media mark detecting unit 24 and the results of judg- 
ments made by the watermark judging unit 27 and CCI 
judging unit 28, the control unit 26 controls the decoder 25 
so that main data to be transmitted, which contains the 
watermark and CCI, is supplied from the decoder 25 to an 
interface (I/F) 29. Where reproduction of the player 1 is 
prohibited, the output control unit 26 controls a reproduction 
control unit 31 as needed. Where the data is supplied to the 
I/F 29, the main data to be transmitted is converted into a bit 
stream having a fixed bit rate according to IEEE- 1394, and 
then output onto the bus 7. 

FIG. 4 shows the construction of the recorder 3 of FIG. 1. 
While the recorder 3 shown in FIG. 4 is in the form of a 
DVD recorder, by way of example, the recorder 3 may be 
another type of digital recording apparatus, such as a digital 
VCR. 

The recorder 3 includes a watermark/CCI detecting unit 
41 that receives digital data through the interface 6, and 
detects a watermark that was embedded in a portion of the 
digital data where picture and/or voice signals are not 
apparent or noticeable, e.g., in a portion having a large 
difference in the intensity level that provides a masking 
effect, as well as a CCI embedded in a portion of the digital 
data containing no picture and/or voice signals. The water- 
mark may also be embedded into a particular frequency of 
a signal resulting from Fourier transformation of the original 
signal. The recorder 3 further includes an encoder 42 
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adapted for compressing and encoding the received data, and 
a control unit 43 that permits or inhibits encoding, depend- 
ing upon the presence and content of the watermark detected 
by the watermark/CCI detecting unit 41. Where encoding is 

5 permitted, the data is encoded within the encoder 42 and at 
the same time a CCI is set or changed under control of the 
control unit 43. In the next stage, an ID/EDC (Identification/ 
Error Detecting Code) adding unit 44 adds an ID and an 
error detection code to the data received from the encoder 

10 42, and then an ECC (Error Correction Code) generating 
unit 45 generates an error correction code based on the data 
received from the ID/EDC adding unit 44, and adds the error 
correction code to the data. The data provided with the error 
correction code is then modulated from 8, to 16 (DVD) or 

is from 8, to 14 (CD) by an EFM (Eight-to-Fourteen) modu- 
lator 46, and then recorded by a recording driver 47 on a disc 
(DVD) 48. 

Where main data is transmitted to the recorder 3, which 
indicates that copying of the data is permitted, the recorder 

20 3 performs digital copying of the received data, or, where 
copying is only allowed under certain restrictions in the 
presence of the watermark and CCI contained in the main 
data, the copy restriction level of the CCI is raised or 
rewritten into a higher level at the same time that copying is 

25 carried out. 

Table given below shows the possibility/impossibility of 
reproduction and recording, in relation to the presence and 
content of the media mark, watermark and CCI that are 
judged by the output control unit 26. 

30 Since the media mark is not contained in main data to be 
transmitted, as described above, no media mark is present in 
a copy disc. Also, no media mark is contained in an old or 
conventional type of DVDs and CDs. Accordingly, discs in 
which media marks are present may be judged as original 

35 discs, and discs in which no media marks are present may be 
judged as copy discs or conventional discs. 

The water mark is set to "00" where copying is freely 
permitted, and set to "11" where copying is to be restricted 
or prohibited. CCI is set to "00" where copying is freely 

40 permitted, set to "10" where copying is to be permitted only 
once (one-generation copying), and set to "11" where copy- 
ing is to be prohibited. Since a 
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disc containing no watermark is regarded as a conventional In the digital data transmission system as previously 

disc, an inconsistency arises if no watermark is present and explained, a plurality of digital apparatuses are connected to 

a media mark is present. In this case, therefore, the disc is each other via a bus, and authenticating operations are 

judged as invalid (unauthorized) one regardless of the pat- performed between these digital apparatuses so that digital 

tern of CCI. Where no media mark nor watermark is present, 5 data is transmitted and received only between these authen- 

it indicates that the disc in question is a conventional one, Ucaled apparatuses through their interfaces. Such a digital 

and therefore free copying is permitted if CCI is "00", data transmission system, however, is able to output repro- 

copying is allowed only one time if CCI is "10", and only duced coments of yoice and/of icture information in the 

reproduction is allowed if CCI is 11 form of anal si lfi if the C0DteQts ^ recQrded Qn afl 

Where both watermark and CCI are 00 , free copying is Jrt • , j. . . 4 ...... 4 , wl _ 

permitted, and therefore recording and reproduction of the 30 authorized medium, thus giving rise to a possibility that the 

data are allowed regardless of the presence of a media mark. analog output may be digitaUy recorded again on another 

Where the watermark is "00" and CCI is "10" or "11", ^cording medium, using a non-authenticated or illegal 

however, an inconsistency arises, and the disc in question is apparatus other than the authenticated apparatuses. Such a 

considered as unauthorized one on which bit handling or bit recording medium is unavoidably recognized as a medium 

manipulation was deliberately or intentionally conducted. 15 of a conventional system having no watermark or media 

Where the watermark is "11", which indicates that copy- rnark, If the CCI recorded on the medium allows free 

ing is only permitted under some restrictions, CCI is sup- copying or one-generation copying, and this medium is 

posed to be "10" or "11". If CCI is "00", therefore, the disc brought again into the system of the authenticated 

is considered and handled as unauthorized one. If CCI is apparatuses, reproduction of the contents recorded on the 

"10", which permits only one-time copying, the disc should 20 medium is naturally possible, and, in addition, another copy 

be an original disc, and thus regarded as valid one only when medium may be produced by the system of the authenticated 

a media mark is present. If no media mark is present, the disc apparatuses, based on the CCI permitting one-generation 

in question is judged as unauthorized one for which the CCI copying. Thus, there is a possibility that an authorized 

has been intentionally rewritten or changed. Where CCI is medium is produced from an unauthorized medium. Need- 

"11", copying is prohibited, and thus only reproduction is 25 less to say, it is impossible to prohibit generation of analog 

allowed. signals altogether, and it is also practically impossible to 

Since no reproduction nor recording is permitted where perform encryption (encoding) on analog outputs, or incor- 

the DVD 8, is judged as unauthorized one, the player 1 does porate cryptanalytic circuits in all of reproduction-side 

not transmit main data to either of the display 2 and recorder apparatuses, for example, picture display apparatuses avail - 

3. Where the disc is judged as only permitting reproduction, 30 able all over the world. 

main data is transmitted to the display 2 and the recorder 3, In order to prevent authenticated apparatuses from repro- 

but the recorder 3 that is constructed to be authenticated by ducing the contents of unauthorized media produced using 

the player 1 does not perform a recording operation since the non-authenticated apparatuses as described above, the 

CCI contained in the relevant data permits only reproduc- authenticated apparatuses may be constructed so as to per- 

tion. 35 form recording and/or reproducing operations utilizing elec- 

The control scheme relating to the possibility/ tronic authentication signature data that can be recognized 
impossibility of reproduction and recording as described only among the authenticated apparatuses. With this 
above is not limitedly applied to the digital data transmission arrangement, the authenticated apparatuses in the system are 
system as illustrated above in the present embodiment, but able to check if data stored in the medium in question was 
may also be suitably applied to a system of digital repro- 40 legally recorded or copied in the system of the authenticated 
duction /recording apparatuses that employ data transmis- apparatuses, and thus able to control execution of reproduc- 
sion using conventionally existing analog signals. For ing and/or recording operations. Thus, even if any one of the 
example, as shown in Table, where an analog input signal is authenticated apparatuses in the system attempts to repro- 
used as an input source, a watermark may be introduced into duce data that was illegally or improperly recorded in a 
the signal. In this case, the analog input signal may be 45 medium using a non-authenticated apparatus, no electronic 
processed in a similar manner to the present invention if the authentication signature is present which should be con- 
input signal is considered as containing no media mark, and firmed between the authenticated apparatuses, or a negative 
a CCI corresponding to the watermark. When receiving decision is obtained as a result of authentication of the 
digital broadcasting waves as an input source, the system electronic signature. In this case, the authenticated apparatus 
assumes that a media mark is present, due to the fact that it 50 does not perform a reproducing operation, thereby avoiding 
can actually receive the registered digital broadcasting the use of the unauthorized medium, 
waves. In such a case, a watermark and CCI may be added While various data encryption methods may be utilized to 
to the input data without any problem, and thus the input enable production/authentication of electronic authentica- 
data may be processed in the same manner as in the present tion signatures, a public-key encryption method, as one 
invention. 55 example of data encryption methods, will be explained 

In this case, when a digital signal is received, copying is herein. According to RSA (Rivest, Shamir, Adleman) 

controlled by checking the watermark and CCI contained in encryption as a typical example of public-key encryption 

the received digital signal, as shown in TABLE above. methods, the basis of the safety resides in the difficulty in 

Where a watermark is present, copying is prohibited if both factoring of a large number with prime factors, and 

the watermark and CCI are "11", and copying is freely 60 encrypting/decrypting operations are performed through cal- 

permitted if both the watermark and CCI are "00", and the culation of exponential residues. The encrypting procedure 

received digital signal copied with the watermark and CCI is represented by "C«E(M)=(the e-th power of M) residue 

both being "00*'. Since only one -generation copying is n", and the decrypting procedure is represented by "M=D 

permitted when the watermark is "11" and CCI is "10", the (C)=(the d-th power of C) residue n". Here, "M" means 

received digital signal is copied in a form containing the 65 plaintext, and "C" means ciphertext, while encrypting keys 

watermark while changing CCI into "11", and thus recorded are "e" and "n", and decrypting keys are "d" and "n". The 

with the watermark and CCI being "11". encrypting key "e" and common key "n" are made public, 
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and the decrypting key "d" is kept secret. The keys "e", "d", 
"n" are determined in the following manner: (1) arbitrarily 
choosing two large prime factors "p", "q", and setting "n" to 
be equal to the product of "p" and q (n=pq), (2) calculating 
the least common multiple of (p-1) and (q-1), and 
obtain a certain integer V that has no common factor with 
"L" and smaller than "L", and (3) obtaining "d" that satisfies 
ed=l residue L. The values of V, "d" and "n" selected in 
this manner establish the relationship "(the ed-th power of 
M) residue n-M" with respect to all the plaintext M. A 
decipherer must know the decrypting key "d" in order to 
decrypt or decipher the ciphertext C. To this end, the 
decipherer needs to know the secret prime factors "p" and 
"q", and compute "d=the -1st power of e residue L" from 
the minimum least multiple "L" of (p-1) and (q-1) and the 
public key "e", to thus obtain the secret key "d'\ Since the 
public key "n" is the product of prime factors "p" and "q", 
encryption cannot be achieved if the public key "n" is such 
an integer that can be easily factored into prime factors. In 
view of this, each of "p M and "q" is normally set to a value 
of about one-hundred figures (in the decimal system), and 
the public key "n" is normally set to a value of about 
two-hundred figures. With "p", "q" and T set to these 
values, it would take several millions of years to accomplish 
prime factoring even with an electronic calculator of 1000 
MIPS, thus making it practically impossible to decrypt the 
ciphertext. 

The operation of the system of the authenticated appara- 
tuses will be now described. Initially, a common key "n" is 
stored in each of the authenticated apparatuses in the system. 
When each of these apparatuses writes data contents to be 
recorded, into a recording medium, the apparatus uses the 
encrypting key "e" which is made public to encrypt a content 
as a combination of the self identification ID for identifying 
the apparatus and a characteristic ID of the contents to be 
recorded, to produce data of electronic authentication 
signature, and records the signature data, as well as the data 
contents, in the recording medium. Where any one of the 
authenticated apparatuses in the system receives the medium 
to reproduce the contents recorded on the medium, the 
contents are decrypted using the common key and non- 
public (secret) decrypting key, and reproduced only when 
the apparatus ID and data contents ID are confirmed and the 
medium is considered as authorized one. If the data stored 
on the medium was recorded by a non-authenticated 
apparatus, no data of electronic authentication signature is 
present, or the data cannot be decrypted (or the data was not 
encrypted in a particular method common to the authenti- 
cated apparatuses). In this case, the recording medium in 
question cannot be recognized as authorized one, and the 
data contents in the medium will not be reproduced. 
What is claimed is: 
1. A digital copy control method of controlling copying of 
digital data from a digital recording medium, which digital 
data is transmitted from a transmitter-side apparatus to a 
receiver-side apparatus through interfaces thereof in a sys- 
tem of a plurality of digital apparatuses that are connected to 
each other through a bus and mutually authenticated, said 
interfaces permitting transmission and receiving of the digi- 
tal data only between the authenticated apparatuses, the 
digital copying control method restricting reproducing and 
recording operations of the transmitter-side apparatus and 
the receiver-side apparatus based on copy control informa- 
tion contained in the digital data for restricting copying of 
the data so as to prevent unauthorized copying, comprising 
the steps of: ** 

adding the copy control information indicating a copy 
restriction level, to main data of the digital data 
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recorded on the digital recording medium such that said 
main data contains a first portion containing at least one 
of picture information and voice information, and a 
second portion containing the copy control informa- 
tion; 

adding electronic watermark information to said second 
portion of the main data containing said at least one of 
picture information and voice information; 
adding an error correction code to the main data, and then 
adding intentional error information having a particular 
pattern to the digital data; 
determining whether the digital recording medium from 
which the digital data is to be reproduced and trans- 
mitted from the transmitter-side apparatus is authorized 
one or not, based on the copy control information, the 
electronic watermark, and the error information having 
the particular pattern; and 
restricting the reproducing and recording operations of the 
transmitter-side apparatus and the receiver-side appa- 
ratus with respect to the digital data in the digital 
recording medium, depending upon whether the digital 
recording medium is authorized one or not. 
2. A digital recording medium in which digital data 
25 including main data is recorded for reproduction or record- 
ing on another recording medium, 
wherein said main data includes a first portion comprising 
at least one of picture and voice information, and a 
second portion comprising copy control information 
indicating a copy restriction level, said copy control 
information being rewritten upon digital copying of the 
main data so that the copy restriction level is raised to 
a higher level, said main data further including elec- 
tronic watermark information that is added to said first 
portion of the main data comprising said at least one of 
picture and voice information, said electronic water- 
mark information being unable to be rewritten upon 
digital copying of the main data; 
wherein a medium mark is added to a portion of the digital 
data in which the main data is not recorded, such that 
the medium mark is not read by an external device; 
wherein reproduction and digital copying of the main data 
are controlled in accordance with an intention of a 
producer of the main data, based on a combination of 
contents of the copy control information, electronic 
watermark information, and the medium mark. 
3. An apparatus for producing a digital recording medium, 
comprising: 

a watermark information adding device that adds elec- 
tronic watermark information to original data so as not 
to affect characteristics of the original data; 
a copy control information adding device that adds copy 
control information to the original data, said copy 
control information being provided for restricting digi- 
tal copying of the original data; 
an error correction code generating device that generates 
an error correction code based on main data of the 
original data to which the electronic watermark infor- 
mation and the copy control information have been 
added, and adding the error correction code to the 
original data; and 
an error information adding device that adds error infor- 
mation having a particular pattern, as medium mark, to 
the original data to which the error correction code has 
been added by said error correction code generating 
apparatus. 



30 



35 



40 



45 



12/05/2003, EAST Version: 1.4.1 



US 6,320,829 Bl 
« 20 

4. Adigital reproduction apparatus usable as a transmitter- duction apparatus to reproduce the data recorded in the 

side apparatus in a system comprising a plurality of digital digital recording medium, if the error having a particular 

apparatuses that are connected to each other via a bus and pattern is detected by said particular pattern error detectine 

mutually authenticated, said system being constructed to device, and the copy restriction level determined by arid 

ransmit digital data from the transmitter-side apparatus of 5 copy control information judging device indicates permis- 

the digital apparatuses to a receiver-side apparatus thereof sion of one-generation copying, while at the same time the 

through respective interfaces that permit transmission and copy restriction level determined by said electronic water 

receiving of the digital data between the authenticated information judging device indicates prohibition of copying 

apparatuses, comprising: 7, A digital reproduction apparatus according to claim 4 
a reading device that reads out recorded data from a 1Q wherein said output control device inhibits the digital repro- 

digital recording medium; duction apparatus from reproducing the data recorded in the 

an error detecting/correcting device that extracts an error digital recording medium, if the error having a particular 

correction code from the recorded data read by said pattern is detected by said particular pattern error detecting 

reading device, and detects and corrects an error in the device, and contradictory results are obtained from said copy 

recorded data read out by said reading device, based on control information judging device and said electronic 

the extracted error correction code; 15 watermark information judging device except the case 

a particular pattern error detecting device that detects where the copy restriction level determined by said copy 

whether the error detected by said error detecting/ control information judging device indicates permission of 

correcting device has a particular pattern or not; one-generation copying, and the copy restriction level deter- 

an output device that generates the recorded data whose mined by said electronic watermark information judging 

error has been corrected by said error detecting/ 20 device ind j cates prohibition of copying, 

correcting device, in a form of digital information that 8 ' A dig ! tal re P roduct ion apparatus according to claim 5, 

matches specifications of the interfaces; wherein said output control device inhibits the digital repro- 

a copy control information judging device that extracts duCti ° n a PP aratus from ^producing the data recorded in the 

and makes a judgment on copy control information gltal recordin 8 med ^m, if the error having a particular 

contained in the recorded data whose error has been 25 pattern 15 detected b y particular pattern error detecting 

corrected, said copy control information being pro- device ; and con tradictory results are obtained from said copy 

vided for restricting digital copying of the data- control information judging device and said electronic 

an electronic watermark information judging device that watermark ^ formation judging device except the case 

extracts electronic watermark information indicating a 10 ^ '-^V^T* 7* b ? said CC W 

copy restriction level, from the recorded data whose 3 ° inf ° rmatlon device ""^ates permission of 

error has been corrected, and makes a judgment on the °«** ratI °" ™PYm, .and the copy restriction level deter- 

electronic watermark information; and T ^ Said elec < ronic watermark information judging 

^^^z'z^^sz 35 ssj ~» r? <x,ntro1 d r ice ^ ,he lisi,ai repr ° : 

particular pattern error detecting device, aodpermiUor tt? T" ? K ^ mg ,he d u a,a . recorded ™ the 

prohibits reproduction of ^recorded dafa by the t^t ThT ^ J ^ * 

digital reproduction apparatus as the transinitter-s de 5 h f ^ - P f em m ° T de,6Cting 

^^^^t^S^ iO-Ad^lreproductioniar^accordurgtoclai^, 

electronic watermark inlbm>"toSi£^S ^^i^Tf ^ ^ ** 

5. Adigital reproduction apparatus accofdufg to claim 4, ttl r cord T KpW ^ m ,he da,a rec ° rded * *e 
whcrck said copy control information judging device d^e^ 45 tTlT^^u J ' T™ 1 " 
mines one of three copy restriction level from the copy P a "f™ ^J 6 '^'"' ^ particular pattern error detecting 

r: ] sr tion> f? ,hree co ? y restriction ieve * ^ ^^^X^r° nMcied 

tively; P^mumun 01 copying, respec- wherein said output control device inhibits the digital repro- 

„,u ' *j 1 * * , . „ 50 du ction apparatus from reproducing the data recorded in 1he 

devL S H t Wat6 /r k mf0rma,l ° n Udgment di S ital recordin g * "° error having a particular 

tm^hflZ 65 , ' W :T restnct,on l evels Pattern is detected by said particular pattern e'ror detecting 

from the electronic watermark information, said two device, and a result of determination of said copy control 

conLotd ° D h hr m f 1Catmg ^T" ° f inf0rmati0n devi - - Afferent from a'resul, of 

copying and prohibition of copying; and 55 determination of said electronic watermark information 

wherein said output control device determines whether judging device, 

the digital recording medium contains data that was 12. Adigital reproduction apparatus according to claim 5 

recorded with permission, based on results of determi- wherein said output control device inhibits the digital repro- 

nations of said copy control information judging device duction apparatus from reproducing the data recorded in the 

and said electronic watermark information judging 60 digital recording medium, if no error having a particular 

dev 1C e, and a result of detection of said particular pattern is detected by said particular pattern error detecting 

pattern error detecting device, and allows the digital device, and a result of determination of said copy control 

reproduction apparatus to reproduce the data recorded information judging device is different from a result of 

in the dignal recording medium if the data was determination of said electronic watermark information 

recorded in the medium with permission. 65 judging device 

6. Adigital reproduction apparatus according to claim 5, 13. A digital recording apparatus usable as a receiver-side 
wherein said output control dev.ce allows the digital repro- apparatus in a system comprising a plurality of digTal 
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apparatuses that are connected to each other via a bus and 
mutually authenticated, said system being constructed to 
transmit digital data from a transmitter-side apparatus of the 
digital apparatuses to the receiver-side apparatus through 
respective interfaces that permit transmission and receiving 5 
of the digital data between the authenticated apparatuses, 
comprising; 

a receiving device that receives digital data that includes 
a first portion comprising at least one of picture and 
voice information, and a second portion comprising 30 
copy control information having one of copy restriction 
-levels indicating permission of free copying, permis- 
sion of one-generation copying and prohibition of 
copying, said digital data further including electronic 
watermark information that is added to said first portion 15 
of the digital data comprising said at least one of picture 
and voice information; and 

a recording control device that determines the copy 
restriction levels of the copy control information and 
electronic watermark information of the digital data, 
and controls said digital recording apparatus such that 
wherein, when the determined copy restriction level of 
the* copy control information indicates permission of 
one -generation copying and the determined copy 
restriction level of the electronic watermark informa- 
tion indicates prohibition of copying, said digital 
recording apparatus records the electronic watermark 
information as it is, and records the copy control 
information with the copy restriction level thereof 
being rewritten into one indicating prohibition of copy- 
ing. 

14. A digital copy control method according to claim 1, 
wherein the authenticated digital apparatuses include at least 
one apparatus that is constructed to be able to output 
contents of digital data recorded on the digital recording 
medium, as an analog signal, without passing through said 
interfaces, and at least one apparatus that is constructed to be 
able to record the contents of digital data received as the 
analog signal, into a new digital recording medium, without 
passing through said interfaces, all of said authenticated 
digital apparatuses being constructed such that when data 
contents supplied in a form of an analog signal or a digital 
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signal is digitally recorded onto the digital recording 
medium, electronic authentication signature data that can be 
recognized only between the authenticated apparatuses are 
recorded in addition to the data contents, onto the digital 
recording medium, said method further comprising the steps 
of: 

detecting presence of the electronic authentication signa- 
ture data that can be recognized only between the 
authenticated digital apparatuses, when reproducing 
the contents of digital data recorded in the digital 
recording medium; and 

permitting reproduction of the contents of digital data in 
the digital recording medium only when the electronic 
authentication signature data is present. 

15. A digital recording medium according to claim 2, on 
which is further recorded electronic authentication signature 
data that can be recognized only between the authenticated 
digital apparatuses. 

16. A digital reproducing apparatus according to claim 4, 
further comprising a detecting device that detects electronic 
authentication signature data that can be recognized only 
between the authenticated digital apparatuses, and 

wherein said output control device inhibits the digital 
reproducing apparatus from reproducing the recorded 
data when the electronic authentication signature data 
is not detected by said detecting device. 

17. A digital recording apparatus according to claim 13, 
wherein the authenticated digital apparatuses include at least 
one apparatus that is constructed to be able to output 
contents of digital data recorded on the digital recording 
medium, as an analog signal, without passing through said 
interfaces, and 

wherein said recording control device records electronic 
authentication signature data that can be recognized 
only between the authenticated digital apparatuses, in 
addition to the contents of digital data, onto the digital 
recording medium, when digitally recording the con- 
tents of digital data supplied in a form of the analog 
signal, onto the digital recording medium. 
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